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Making the Top 25 List
25 CWEs + 4 drafts + 41 experts/35 organizations =   6 weeks1 press call + 1 procurement document =      1 hour100‟s of articles + 1 radio show + 1 podcast = priceless
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Goal of the Common Weakness 

Enumeration Initiative

 To improve the quality of software with respect to 
known security issues within architecture, design, 
code or implementation. By:

– enabling more effective discussion and 
description of these weaknesses

– defining a unified measurable set of these 
weaknesses

– supporting the selection and use of 
software security tools and services to find 
these weaknesses
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Vulnerability Type Trends:

A Look at the CVE List (2001 - 2007)



Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs

Failure to Sanitize Directives in a Web Page (aka 'Cross-site scripting' (XSS)) (79)

• Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS) (80)

• Failure to Sanitize Directives in an Error Message Web Page (81)

• Failure to Sanitize Script in Attributes of IMG Tags in a Web Page (82)

• Failure to Sanitize Script in Attributes in a Web Page (83)

• Failure to Resolve Encoded URI Schemes in a Web Page (84)

• Doubled Character XSS Manipulations (85)

• Invalid Characters in Identifiers (86)

• Alternate XSS syntax (87)

Failure to Constrain Operations within the Bounds of an Allocated Memory Buffer (119)

• Unbounded Transfer („Classic Buffer Overflow‟) (120)

• Write-what-where Condition (123)

• Boundary Beginning Violation (‟Buffer Underwrite') (124)

• Out-of-bounds Read (125)

• Wrap-around Error (128)

• Unchecked Array Indexing (129) 

• Incorrect Calculation of Buffer Size (131) 

• Miscalculated Null Termination (132) 

• Return of Pointer Value Outside of Expected Range (466)

Path Traversal (22)

• Relative Path Traversal (23)

• Path Traversal: '\..\filename' (29)

• Path Traversal: '\dir\..\filename' (30)

• Path Traversal: 'dir\..\filename' (31)

• Path Traversal: '...' (Triple Dot) (32)

• Path Traversal: '....' (Multiple Dot) (33)

• Path Traversal: '....//' (34)

• Path Traversal: '.../...//' (35)

• Absolute Path Traversal (36)
• Path Traversal: '/absolute/pathname/here‟ (37)

• Path Traversal: '\absolute\pathname\here‟ (38)

• Path Traversal: 'C:dirname‟ (39)

• Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40)
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7 Kingdoms
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Building A 
Common 
Enumeration 

Previously Published 
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Using A Unilateral NDA with MITRE to Bring in Info

Purpose: 

 Sharing the proprietary/company confidential information contained in the 
underlying Knowledge Repository of the Knowledge Owner‟s Capability for the 
sole purpose of establishing a public Common Weakness Enumeration (CWE) 
dictionary that can be used by vendors, customers, and researchers to 
describe software, design, and architecture related weaknesses that have 
security ramifications.  

 The individual contributions from numerous organizations, based on their 
proprietary/company-confidential information, will be combined into a 
consolidated collection of weakness descriptions and definitions with the 
resultant collection being shared publicly.  

 The consolidated collection of knowledge about weaknesses in software, 
design, and architecture will make no reference to the source of the 
information used to describe, define, and explain the individual weaknesses.

Coverity
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 AppSIC
 Apple
 Aspect Security
 Booz Allen Hamilton Inc.
 Cenzic 
 CERIAS/Purdue University
 CERT/CC 
 Cigital
 Codenomicon
 Core Security
 Coverity
 DHS
 Fortify 
 Gramma Tech
 IPA/JPCERT
 IBM 
 Interoperability Clearing House
 JHU/APL
 JMU
 Kestrel Technology
 KDM Analytics
 Klocwork
 McAfee
 Microsoft 
 MIT Lincoln Labs 
 MITRE

 North Carolina State University
 NIST 
 NSA
 OMG
 Oracle 
 Ounce Labs
 OSD
 OWASP 
 Palamida
 Parasoft
 PolySpace Technologies
 proServices Corporation
 SANS Institute
 SecurityInnovation
 Security University
 Semantic Designs 
 SofCheck
 SPI Dynamics 
 SureLogic, Inc.
 Symantec
 UNISYS
 VERACODE
 Watchfire 
 WASC
 Whitehat Security, Inc.

Current Community Contributing to the 
Common Weakness Enumeration

To join send e-mail to cwe@mitre.org
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CWE Compatibility & Effectiveness Program

18
32

cwe.mitre.org/compatible/

( launched Feb 2007)
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2009 SANS/CWE Top 25 Programming Errors
(released 12 Jan 2009)       cwe.mitre.org/top25/
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CWE/SANS Top 25 Programming Errors

 Sponsored by:

– National Cyber Security Division (DHS)

– Information Assurance Division (NSA)

 List was selected by a group of security 

experts from 35 organizations including: 
– Academia: Purdue, Univ. of Cal., N. Kentucky Univ.

– Government: CERT, NSA, DHS

– Software Vendors: Microsoft, Oracle, Red Hat, Apple

– Security Vendors: Veracode, Fortify, Cigital, Symantec
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Main Goals

 Raise awareness for developers

 Help universities to teach secure coding

 Empower customers who want to ask for 

more secure software

 Provide a starting point for in-house 

software shops to measure their own 

progress
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People are Starved for Simplicity
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Who Did We Reach and Where?

 News: USA Today, Forbes, BBC

 Trade Magazines

 Blogs, tweets, bookmarks

 Podcasts

 Developers

 Friends, Romans, Countrymen
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Some Reactions (Paraphrased)

 Blog title: “NSA flames N00bs”

 “I never heard of any of these.  Thanks!”

 “I have a feeling I‟ll be busy this weekend.”

 “You forgot #1: managers force us to meet deadlines.”

 “My boss asked what I thought about this.”

 “It‟s convenient to have these all in one place”

 “This complicates my job as a consultant”

 “This one is easy to fix.”  “No it‟s not!”  “Oh,  yeah.”

 “These are all just (web problems|injection|bugs)”

 [in vendor forum]

– Customer: “How have you protected against these?”

– Vendor: <silence>
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Prevalence based on 2008 CVE data

Hard coded Password 36 0.7%

Upload of code 34 0.7%

Weak Crypto 30 0.6%

Format String 26 0.5%

Insufficient Randomness 24 0.5%

Metacharacter Injection 23 0.5%

Search Path 20 0.4%

Memory Leak 18 0.4%

Sensitive data root 16 0.3%

Race Condition 13 0.3%

DoS Flood 10 0.2%

CRLF Injection 8 0.2%

Eval Injection 8 0.2%

Numeric Error 7 0.1%

Category Count %

SQL Injection 941 19.4%

XSS 681 14.0%

Buffer Overflow 455 9.4%

Directory Traversal 298 6.1%

PHP Include 135 2.8%

Symbolic Link 133 2.7%

Authorization Bypass 113 2.3%

DoS Malformed Input 97 2.0%

Information Leak 84 1.7%

Integer Overflow 78 1.6%

CSRF 57 1.2%

Bad Permissions 40 0.8%

Unnecessary Privileges 36 0.7%

4855 total flaws tracked by CVE in 2008
Jeff

W.
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Fear the Rest:

The Top 25 compared to all CWE



© 2009 MITRE



© 2009 MITRE

Background Details to Check Out

 Contributors

 Process description

 Changelog for each revision

 On the Cusp – weaknesses that almost 

made it

 Appendices

– Selection Criteria and Supporting Fields

– Threat Model for the Skilled, Determined 

Attacker

cwe.mitre.org/top25
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Top 25 and OWASP Top 10

also see:  http://securityninja.co.uk/blog/?p=132

http://securityninja.co.uk/blog/?p=132
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Fear #26…  both of „em

 Resource Exhaustion

– Not prevalent enough

– Not severe enough

• Based on T25‟s threat model

 Unchecked Return Value

– Not prevalent enough

– Rarely severe enough

 What‟s your #26?

… as far as 

we know
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The Top 25 is not…

 A silver bullet

 A guarantee of software health

 A perfect match for your unique needs

 As simple as it seems

 The only thing to include in contract 

language

 Completely found by tools
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The Top 25 is…

 A mechanism for awareness

 A trigger of questions

 A place for mitigations

 A conversation starter

 A first step on the long road to software 

assurance
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Contact Us

top25@sans.org

cwe@mitre.org

cwe.mitre.org/top25

Public discussion list coming soon

http://www.owasp.org/index.php/Podcast_11


